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ABSTRACT

An important aspect of crowd monitoring is knowing how many

people we are dealing with. Sometimes, knowing the size of a

crowd in a single location and at a specific moment is enough.

Matters become problematic when counting the same people across

different locations or counting them over longer periods of time.

In those cases, we need to identify and later reidentify a person,

which immediately leads to privacy concerns. Until recently, crowd-

flow estimation solutions relied on unique identifiers from carry-on

devices such as smartphones. However, privacy improvements, such

as randomization of MAC-addresses, have made these techniques

mostly ineffective. We propose a privacy-preserving crowd-flow

estimation pipeline based on camera detections. In our approach,

each camera processes detected faces locally, extracts facial features,

and converts them into binary identifiers that preserve similarity.

Different observations of the same person may still produce slightly

different binary identifiers, so we apply a Sample-Then-Lock fuzzy

extractor to derive the same random identifier from sufficiently

similar observations. The original facial image is then deleted. These

identifiers are inserted into Bloom filters and encrypted, allowing

set cardinality to be computed obliviously and directly on encrypted

data, enabling the system to count people across locations and over

time without revealing any identities. Our initial evaluation on

the SCface dataset shows that the fuzzy extractor achieves a true-

acceptance rate of 0.90, withmodest computational overheads: 265.9

ms for identifier generation, 442.8 ms for reproduction, and 18.7 ms

to encrypt a single Bloom filter. These results demonstrate that the

pipeline is feasible for privacy-preserving crowd-flow estimation.
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1 INTRODUCTION

Data collected on crowd behavior supports applications such as

urban planning [1], tourism management [2], and public safety and

security [3]. These applications often require more than a count of

people in a single location. They also need crowd-flow information

that captures how many individuals move between locations or

reappear over time. In that case, the systemmust determinewhether

two observations correspond to the same person. This requires iden-

tifying and later re-identifying a person, which immediately raises

privacy concerns: re-identification entails storing and linking infor-

mation that can single out individuals, enabling large-scale tracking

and unauthorized profiling, and raising concerns under privacy reg-

ulations such as the EU General Data Protection Regulation [4]

(GDPR). Existing privacy-preserving crowd-flow estimation sys-

tems typically rely on one central assumption: each individual can

be represented by a unique and stable identifier that is observed

again whenever the same person reappears. Until recently, this

assumption was reasonable for identifiers broadcast by carry-on de-

vices, most notably the fixed MAC addresses transmitted by smart-

phones in WiFi probe requests. Stanciu et al. [5] showed that such

identifiers can support privacy-preserving counting by encoding

observation sets as Bloom filters and estimating set intersections

under homomorphic encryption, without revealing the underly-

ing identifiers in plaintext. Their work demonstrated that accurate

crowd-flow estimation is possible when stable person-specific iden-

tifiers are available. However, this assumption no longer holds in

many practical deployments. Modern mobile operating systems

now use MAC-address randomization, which prevents repeated

observations of the same device from being reliably linked. As a

result, carry-on devices can no longer be treated as a dependable

source of stable identifiers for crowd-flow estimation.

Camera-based detections provide an alternative source of obser-

vations, but using facial data directly creates serious privacy risks.

The system must count how many people appear in one or more

observation sets without revealing their facial data. This introduces

two problems that must both be addressed. First, the observed fa-

cial data must be protected. Facial images and embeddings should

remain local to the camera, be used only to derive an identifier,

and be discarded immediately after processing. Second, different

facial observations of the same individual must produce the same

global identifier, despite variations in pose, illumination, expression,

occlusion, image quality, and camera viewpoint.

Existing approaches therefore leave an important gap. Face-

recognition systems can match different observations of the same

person, but they expose sensitive and linkable biometric data when

they store or compare facial embeddings. Privacy-preserving crowd-

flow systems protect aggregate computations, but they assume that

repeated observations produce exactly the same identifier. We ad-

dress this gap with a privacy-preserving framework for crowd-flow

estimation from camera detections. In this framework, each camera

first converts facial embeddings into similarity-preserving local

identifiers, so observations of the same person remain close in

distance while observations of different people remain separated.

Because repeated observations may still produce local identifiers,

fuzzy extractor derives the same identifier from sufficiently simi-

lar representations. This process keeps facial images, embeddings,

and local identifiers inside the camera. The camera then inserts

the identifiers into Bloom filters and encrypts them, allowing the

server to estimate footfall and crowd-flow cardinalities without

accessing biometric data or plaintext identifiers. We evaluate the
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framework on the SCface dataset and analyze its accuracy, security,

and computational and storage overhead. With three reference sam-

ples per identity, With our approach, 90% of repeated observations

of the same person are mapped to the same global identifier. To

the best of our knowledge, this is the first framework that supports

privacy-preserving crowd-flow estimation from facial observations

across cameras and time.

The remainder of this paper develops and evaluates this contri-

bution. Section 2 reviews related work and positions our framework

with respect to privacy-preserving crowd monitoring and biometric

processing. Section 3 defines the system model and the privacy and

security requirements that guide the design. Section 4 presents the

proposed framework, including stable identifier generation and

encrypted crowd-flow computation. Section 5 evaluates the frame-

work in terms of accuracy, security, and computational and storage

overhead. Section 6 discusses the limitations and directions for

future work, and Section 7 concludes the paper. The source code

for evaluating our methods is publicly available.
1

2 RELATEDWORK

Footfall Estimation from Visual Data. Early camera-based crowd-

monitoring systems primarily focused on footfall estimation, that

is, counting the number of people present at a single location with-

out linking observations across locations or time. Chan et al. [6]

estimate crowd density directly from visual features, avoiding ex-

plicit detection and tracking while reporting only aggregate density

for a single viewpoint. The Cerberus system [7] follows an edge-

computing approach in which visual analytics are performed locally

on the device and only aggregate footfall counts are exported. Chen

et al. [8] use federated learning to train a crowd-counting model

without sharing raw image data between participants. These sys-

tems limit the disclosure of visual information, but they address

single-location counting rather than crowd-flow estimation. They

therefore do not provide a mechanism for determining how many

individuals move between cameras or reappear across different

time intervals.

Privacy-Preserving Face Processing. A separate line of work stud-

ies privacy-preserving computation over facial biometric data. Ren

et al. [9] present RAPOO, a privacy-preserving facial-expression

recognition framework based on secure multiparty computation,

showing that facial features can be processed without revealing

them to any individual party. Ahmed et al. [10] combine facial and

voice biometrics for crowd-surveillance applications, but focus on

identifying individuals rather than producing aggregate movement

statistics. These works demonstrate that privacy-preserving pro-

cessing of facial data is possible, but their goal is recognition or

classification. They do not address settings involving multiple cam-

eras and time spans, in which observations must be linked only to

estimate aggregate crowd flows.

Crowd-Flow Estimation with Stable Identifiers. The closest prior
work on privacy-preserving crowd-flow estimation uses stable iden-

tifiers as set elements and protects them with Bloom filters and

homomorphic encryption. Stanciu et al. [5] introduce a framework
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Figure 1: Service model.

in which observation sets are encoded as Bloom filters and pro-

cessed under homomorphic encryption, allowing a server to es-

timate the size of intersections without learning the underlying

identifiers. Marzani et al. [11] extend this approach for sparsely

populated regions by adding controlled uncertainty through detec-

tion sampling, reducing the risk of inferring individual movements

when crowd density is low. Formal differential-privacy guarantees

for low-density crowd-monitoring regions are studied separately

in [12].

These approaches show how to protect crowd-flow computa-

tion once stable identifiers are available. However, they rely on the

assumption that each observation can be mapped to the same iden-

tifier whenever the same person is observed again. In the original

setting, such identifiers were derived from fixed MAC addresses

broadcast by smartphones during WiFi probe requests. This as-

sumption has become fragile because modern operating systems

randomize MAC addresses by default. More importantly for our

setting, these methods cannot tolerate noisy biometric observa-

tions: two slightly different bit strings are treated as two different

individuals. As a result, they cannot be directly applied to face-

based crowd monitoring, where embedding variation caused by

pose, illumination, occlusion, image quality, and camera viewpoint

is unavoidable.

Positioning of the Work. Privacy-preserving footfall counting

from camera data is feasible, but how to preserve privacy in the

case of crowd-flow estimation from faces remains an open research

question. Existing crowd-flow systems protect the computation

once stable identifiers are available, but they do not explain how

such identifiers can be obtained from noisy biometric observations

in the first place. This is precisely the gap our work addresses:

we derive stable identifiers directly from noisy face-derived repre-

sentations and use them as protected set elements for aggregate

crowd-flow estimation. To the best of our knowledge, we present

the first privacy-preserving crowd-flow-estimation pipeline per-

formed from face detections.

3 SYSTEM MODEL

We consider a crowd-monitoring system in a public space with mul-

tiple surveillance cameras. The objective of the system is to estimate
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pedestrian footfall and crowd flows while preventing the disclosure

of biometric information related to observed individuals. We start

by introducing the camera-based crowd-monitoring environment

and the representation of observations within the system. We then

model the insights offered by the system as statistical counts for

pedestrian footfall and crowd-flow estimation. Finally, we describe

the entities involved in the process and define the accuracy, privacy,

and security requirements that must be satisfied throughout the

system.

3.1 Crowd-Monitoring Environment

We consider a crowd-monitoring environment consisting of a set

of surveillance cameras 𝐶 = 𝑐1, 𝑐2, . . . , 𝑐𝑛 deployed across a moni-

tored area. The cameras continuously observe individuals moving

through their fields of view and collect observations that can later

be used to estimate pedestrian footfall and crowd flows. Time is

divided into a sequence of discrete epochs 𝐸 = 𝑒1, 𝑒2, . . . , 𝑒𝑚 , where

each epoch corresponds to a predefined observation interval. The

epochs are ordered in time such that 𝑒𝑚 occurs after 𝑒𝑚−1. During an
epoch 𝑒 , a camera 𝑐 may observe multiple individuals within its field

of view. For each observed individual, the camera extracts a face

embedding from the captured facial image. Repeated observations

of the same person may produce different embeddings. Therefore,

an embedding cannot directly serve as a unique identifier.

Each camera converts the embedding into a similarity-preserving

local identifier. Local identifiers from the same person remain close

in Hamming distance, but they may not be identical. The system

therefore cannot use them directly as a set element. Instead, it ap-

plies a fuzzy extractor, illustrated in Figure 2, to derive a stable

identifier that is reproduced from sufficiently similar local identi-

fiers. This global identifier provides the exact consistency required

for set-cardinality and intersection computations across cameras

and epochs. Let 𝐷𝑐,𝑒 denote the set of global identifiers correspond-

ing to all individuals observed by camera 𝑐 during epoch 𝑒 . The

collection of sets {𝐷𝑐,𝑒 | 𝑐 ∈ 𝐶, 𝑒 ∈ 𝐸} forms the basis for all

crowd-monitoring statistics supported by the system.

3.2 Statistical Counts for Pedestrian Dynamics

Observations made by cameras can be used to derive various statis-

tics describing pedestrian dynamics. In this work, we focus on two

fundamental crowd-monitoring situations:

(1) The crowd of individuals present at a particular location

during a given period of time, referred to as footfall.
(2) The movement of individuals between locations over time,

referred to as crowd flow.
We formally define them in terms of counts over observation

sets.

Definition 3.1 (Footfall). Let 𝐷𝑐,𝑒 denote the set of unique global

identifiers generated from observations made by camera 𝑐 during

epoch 𝑒 . We define the footfall associated with camera 𝑐 during

epoch 𝑒 as the count obtained by computing |𝐷𝑐,𝑒 |. The footfall

represents the number of unique individuals observed by camera 𝑐

during the corresponding epoch.

Definition 3.2 (Crowd Flow). Let 𝐷𝑐1,𝑒1 and 𝐷𝑐2,𝑒2 be observation

sets generated by cameras 𝑐1 and 𝑐2. We define the crowd flow

Figure 2: Fuzzy-extractor operation. Gen produces a random

key and public helper data from 𝑏, while Rep reproduces the

same key from 𝑏′ when dist(𝑏, 𝑏′) ≤ 𝜏 .

from (𝑐1, 𝑒1) to (𝑐2, 𝑒2) as
��𝐷𝑐1,𝑒1 ∩ 𝐷𝑐2,𝑒2

�� . This value represents the
number of individuals observed by camera 𝑐1 during epoch 𝑒1 and

later observed by camera 𝑐2 during epoch 𝑒2.

A crowd-monitoring system concerned with pedestrian dynam-

ics should support the computation of both footfall and crowd-flow

statistics.

3.3 Service Model

Let us now model, from an architectural point of view, the entities

taking part in the process. We distinguish three types of entities

involved in the system. Figure 1 shows the entities involved in the

system.

Cameras. Cameras observe individuals within their fields of

view and perform all biometric processing locally. For each detected

face, a camera extracts a face embedding, generates a local identifier,

and assigns a global identifier. Although the global identifier does

not directly reveal the individual’s real-world identity, it acts as a

persistent pseudonym that can link observations across cameras

and epochs. Cameras therefore do not share plaintext identifier sets.

Instead, they encode each observation set as a Bloom filter, encrypt

it, and send only the protected representation to the server.

Server. This entity stores protected data received from cam-

eras and processes crowd-monitoring queries. Upon receiving a

query, the server assembles the required data and performs the cor-

responding computations. The server operates only on protected

representations and does not require access to biometric informa-

tion in plaintext.

Analysts. These are entities interested in pedestrian-dynamics

insights. Analysts submit footfall and crowd flow queries. They

need to process received responses in order to find out the desired

statistical counts. .

3.4 Security and Privacy Requirements

We assume that cameras operate correctly and follow the prescribed

protocol. Cameras are trusted to perform local processing of bio-

metric observations, including face-embedding extraction, local-

identifier generation, and global-identifier assignment. Cameras

discard raw facial images, face embeddings, and local identifiers

at the end of each epoch. The server is assumed to be honest-but-
curious; it correctly executes the protocol but may attempt to infer

information from the protected data it stores and processes. Au-

thorized analysts are trusted to issue legitimate crowd-monitoring

queries but should not obtain information beyond the aggregate
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statistics returned by the system. Finally, we assume that the server

does not collude with cameras or analysts.

Under these assumptions, the system must satisfy the following

requirements.

Accuracy. The estimated footfall and crowd-flow counts should

closely match the true number of individuals observed within the

monitored environment.

Irreversibility. A helper record is public auxiliary information

that allows the fuzzy extractor to reproduce a stable identifier from

a sufficiently similar observation. An adversary who gains access to

identifiers, or protected data structures should not be able to recon-

struct the original facial image, face embedding, or local identifier.

Server Obliviousness. The server should learn neither biomet-

ric information nor individual identifiers and should process only

protected data necessary for query execution.

Limited Disclosure. Authorized analysts should learn only the

aggregate counts corresponding to the queries they submit and

should not be able to infer information about specific individuals

or their movements

4 OUR CONSTRUCTION

Wenowdescribe how the proposed system derives crowd-monitoring

statistics from facial observations while satisfying the requirements

defined in Section 3.4. Figure 3 provides an overview of main steps,

which the following subsections describe in detail.

4.1 Face Detection

For each epoch, cameras continuously capture images within their

field of view and detect the presence of individuals. Face detection

is performed locally at the camera, and only detected facial regions

are processed further. Raw images are discarded after processing

and are never transmitted outside the camera.

Each detected face is subsequently transformed into a face em-

bedding that serves as the basis for identifier generation.

4.2 Face Embedding Extraction

For each detected face, a camera extracts a face embedding using a

pre-trained face-recognition model. Let 𝑣 ∈ R𝑑
denote the resulting

embedding vector, where 𝑑 is the embedding dimension. We use

pre-trained AdaFace model with an IR-101 backbone [13] for this

purpose. Face embeddings provide a compact numerical represen-

tation of facial characteristics and enable similarity comparisons

between observations. Embeddings obtained from the same individ-

ual are generally close in the feature space but are not necessarily

identical. Consequently, embeddings cannot be directly used as

identifiers, since repeated observations of the same individual may

produce different embedding vectors. Therefore, embeddings must

be transformed into a more robust representation before they can

be used for crowd-monitoring statistics.

4.3 Similarity-Preserving Identifier Generation

The purpose of local identifiers is to provide a stable representa-

tion of face embeddings that preserves the similarity structure of

the underlying embedding space. In particular, observations origi-

nating from the same individual should produce local identifiers

with a small Hamming distance, whereas observations originating

from different individuals should produce local identifiers with a

large Hamming distance. Together, these properties ensure that

local identifiers correctly reflect the identity structure present in

the original embedding space. The generation of local identifiers

does not require information exchange between cameras. Each cam-

era applies the same deterministic function independently to its

observed embeddings. Formally, given a face embedding 𝑣 ∈ R𝑑
,

similarity-preserving binarization produces a local identifier 𝑏.

Given an embedding vector 𝑣 , we compute its mean value and

use it as a threshold. Each component of the embedding is converted

into a binary value according to whether it exceeds the mean. The

resulting binary vector 𝑏 ∈ 0, 1𝑑 is defined as

𝑏𝑖 =

{
1, if 𝑣𝑖 > 𝜇 (𝑣),
0, otherwise,

where 𝜇 (𝑣) denotes the mean of the embedding components.

This transformation converts each embedding into a compact

representation while preserving the relative similarity between

observations. As a result, observations of the same individual are

expected to produce binary vectors that differ only in a limited

number of positions. The global-identifier generation stage handles

the remaining differences between local identifiers.

4.4 Global Identifier Generation

Although local identifiers preserve the similarity between obser-

vations, they do not guarantee global consistency. Observations

originating from the same individual may still produce different lo-

cal identifiers due to variations in the underlying face embeddings.

Consequently, local identifiers cannot be used directly to construct

observation sets, as the same individual could contribute multiple

distinct elements to the system.

To support crowd-flow estimation, the system must assign the

same identifier to every observation of the same person, regardless

of the camera or observation time. This requires the generation

of global identifiers. Unlike local-identifier generation, achieving

global identifiers cannot be performed independently by each cam-

era. Instead, cameras must exchange auxiliary information that

enables them to determine whether a newly generated local identi-

fier corresponds to a global identifier that was previously generated

elsewhere in the deployment.

To satisfy these requirements, we employ a fuzzy extractor. A

fuzzy extractor enables cameras to derive the same global identifier

from sufficiently similar local identifiers while revealing negligible

information about the underlying biometric representation.

A fuzzy extractor consists of two algorithms: a generation func-

tion Gen(𝑏) → (𝑅, 𝑃) and a reproduction function Rep(𝑏′, 𝑃) → 𝑅,

where 𝑏,𝑏′ ∈ {0, 1}𝑑 are local identifiers. Given 𝑏, Gen samples

a uniformly random global identifier 𝑅 ∈ {0, 1}𝜆 and produces a

public helper record 𝑃 . If a later observation produces a sufficiently

similar local identifier 𝑏′, Rep uses 𝑃 to reproduce the same identi-

fier 𝑅. An important security requirement of fuzzy extractors is that

the identifier 𝑅 should remain computationally indistinguishable

from a uniformly random value given 𝑃 .

We employ the Sample-Then-Lock construction [14] as our fuzzy

extractor. Traditional fuzzy extractors based on error-correction
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Figure 3: Privacy-preserving crowd-flow estimation pipeline, from local face processing on the cameras to encrypted query

processing on the server and aggregate cardinality estimation by the authorized analyst. In this example, the BF parameters are

𝑚 = 16 and 𝑘 = 3, yielding 𝑛̂ ≈ 2, corresponding to a crowd flow of two.

codes store correction information in the helper record that is de-

rived directly from 𝑏, which consumes entropy in proportion to

the error rate. For face embeddings, where bits are correlated and

inter-observation variation is non-negligible, this leaves no secu-

rity margin [15]. Sample-Then-Lock addresses this limitation by

replacing global error-correction information with a collection of

digital lockers. Rather than storing information that enables correc-

tion of errors in the biometric representation, each locker protects

the same randomly generated identifier using a different subset

of bit positions. As a result, the helper record reveals only the se-

lected subsets and locker parameters, but not the enrolled bit values

themselves. The security of the construction is determined by the

lowest entropy among the subsets used by the lockers. Therefore,

the identifier remains computationally indistinguishable from a

random value as long as every selected subset has sufficiently high

min-entropy, even when the helper record is fully exposed.

During identifier generation, each locker 𝑖 uses a subset 𝐼𝑖 ⊆
{1, . . . , 𝑑} of 𝑠 distinct bit positions, sampled uniformly without

replacement from the 𝑑 positions of the local identifier 𝑏. We write

𝑏𝐼𝑖 for the bits of 𝑏 at these positions. The camera samples a fresh

hash key ℎ𝑖 and computes 𝑧𝑖 = HMAC(ℎ𝑖 , 𝑏𝐼𝑖 ). It then constructs

the locker value as 𝑝𝑖 = (0128∥𝑅) ⊕ 𝑧𝑖 .
All lockers associated with the same local identifier protect the

same identifier 𝑅, but each locker uses a different subset of bit

positions. Together, the lockers form the helper record. During

reproduction, the camera computes 𝑧′𝑖 = HMAC(ℎ𝑖 , 𝑏′𝐼𝑖 ) for each
locker and evaluates 𝑦𝑖 = 𝑧′𝑖 ⊕ 𝑝𝑖 . If 𝑏′ matches 𝑏 at every position

in 𝐼𝑖 , then 𝑧′𝑖 = 𝑧𝑖 and 𝑦𝑖 = 0
128∥𝑅.

The camera detects successful unlocking by checking whether

the first 128 bits of 𝑦𝑖 are zero. This fixed prefix acts as a recogni-

tion value. If the check succeeds, the camera extracts 𝑅 from the

remaining bits. In this way, cameras can reproduce the same global

identifier without exchanging the identifier itself.

Reproduction succeeds if at least one locker uses a subset con-

taining none of the positions on which 𝑏 and 𝑏′ differ. A camera

can increase the probability of successful reproduction by using

multiple face observations of the same individual rather than rely-

ing on a single observation. While an individual remains in view,

the camera may capture several frames and derive one local identi-

fier from each face observation. During generation, the first local

identifier is used to generate the global identifier 𝑅 and a helper

record. Additional local identifiers are used to create further helper

records that protect the same 𝑅. During reproduction, the camera

may similarly derive local identifiers from multiple face observa-

tions and test them against the available helper records. The camera

reproduces 𝑅 when any of these attempts opens at least one locker.

Using multiple observations is a standard technique for improving

the true-acceptance rate of biometric fuzzy extractors [16].

4.5 Helper-Record Exchange Design

The fuzzy extractor specifies how a helper record 𝑃 enables a suf-

ficiently similar local identifier to reproduce the same identifier

𝑅. However, it does not specify which cameras receive 𝑃 or how

they access previously generated helper records. This distribution

determines the scope of the shared identifier space and the queries

that can be answered from the stored observation sets. We consider

three designs.

Design 1: Pairwise camera-epoch exchange. In the pairwise design,
cameras exchange helper records only for the camera-epoch sets

involved in a specific query. For example, to estimate the flow from

(𝑐1, 𝑒1) to (𝑐2, 𝑒2), camera 𝑐2 uses the helper records generated at

(𝑐1, 𝑒1) when processing its observations during 𝑒2. This creates an

identifier space shared by the two observation sets and allows the

system to compute

��𝐷𝑐1,𝑒1 ∩ 𝐷𝑐2,𝑒2

��
.

The main advantage is that cameras exchange and process only

the helper records needed for the selected query. This design can

reduce computation when the system supports only a small number

of predefined queries.

However, the resulting identifiers are specific to the selected

camera-epoch combination. The encrypted Bloom filters created for

one query cannot necessarily be reused for another query involving

different cameras or epochs. Each new query may therefore require

another helper-record exchange, another identifier-reproduction

step, and new encrypted Bloom filters. Because cameras discard

local identifiers after each epoch, the system must determine these

queries in advance. The design can support a multiway query such
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as

��𝐷𝑐1,𝑒1 ∩ 𝐷𝑐2,𝑒2 ∩ 𝐷𝑐3,𝑒3

��
, but all participating camera-epoch sets

must use the same query-specific identifier space.

Design 2: Shared helper storage. In the shared-storage design,

each camera maintains a pool of helper records received from the

other cameras. For each new observation, the camera derives a

local identifier 𝑏 and tests it against the stored helper records. If

a helper record opens, the camera reproduces the corresponding

global identifier 𝑅. Otherwise, it generates a fresh pair (𝑅, 𝑃) and
shares the new helper record 𝑃 with the other cameras.

This design creates one identifier space shared across all cameras

and epochs. Each camera therefore constructs only one encrypted

Bloomfilter per epoch. The system can reuse these encrypted Bloom

filters for pairwise and multiway queries, including queries that

were not specified in advance.

The disadvantage is that each camera’s helper-record pool grows

over time. A camera may need to test every new local identifier

against many stored helper records, increasing both storage and

reproduction time. Compared with Design 1, this design requires

more camera-side processing but provides greater query flexibility.

In the remainder of this paper, we adopt the shared-helper-storage

design.

Design 3: Centralized identifier service. In this design, cameras

send each local identifier𝑏 to a central identifier service. The service

tests 𝑏 against its stored helper records and returns the correspond-

ing global identifier 𝑅. If no helper record opens, it generates a new

pair (𝑅, 𝑃) and stores the helper record.

This design creates a common identifier space across all cameras

and reduces camera-side storage and computation because the

identifier service performs the helper-record search. However, it

receives biometric-derived local identifiers in plaintext and learns

the global identifiers assigned to observations. It can therefore link

observations across cameras and epochs. For this reason, we reject

this design despite its lower camera-side overhead.

4.6 Observation Set Representation

During each epoch 𝑒 , camera 𝑐 collects the global identifiers of all

observed individuals in the observation set 𝐷𝑐,𝑒 = {𝑅1, 𝑅2, . . . , 𝑅𝑛}.
The camera removes duplicate identifiers so that each individual

contributes only once. The camera represents 𝐷𝑐,𝑒 as a Bloom filter

𝐵𝐹𝑐,𝑒 of length𝑚 using 𝑘 hash functions. Bloom filters provide a

compact probabilistic representation of sets and support efficient

cardinality and intersection estimation through simple bit opera-

tions. These operations are particularly suitable for homomorphic

encryption, because the server can evaluate them directly over en-

crypted Bloom-filter bits. Let 𝑡𝑐,𝑒 denote the number of bits set to

one in 𝐵𝐹𝑐,𝑒 . The cardinality of the observation set can be estimated

as 𝑁𝑐,𝑒 = −𝑚
𝑘
ln

(
1 − 𝑡𝑐,𝑒

𝑚

)
[17].

Given two Bloom filters 𝐵𝐹𝑐1 and 𝐵𝐹𝑐2 , their intersection can be

approximated using 𝐵𝐹𝑐1∩𝑐2 ≈ 𝐵𝐹𝑐1 ∧ 𝐵𝐹𝑐2 , allowing the size of the

corresponding observation-set intersection to be estimated.

4.7 Homomorphic Encryption

Although Bloom filters do not reveal the stored identifiers directly,

a plaintext Bloom filter can still leak information about the rep-

resented observation set. For example, a party that knows a can-

didate global identifier 𝑅∗ can compute its 𝑘 hash positions and

test whether all corresponding bits are set:

∧𝑘
𝑗=1 𝐵𝐹𝑐,𝑒

[
ℎ 𝑗 (𝑅∗)

]
= 1.

A positive result indicates that 𝑅∗ may belong to the observation

set 𝐷𝑐,𝑒 , subject to the false-positive probability of the Bloom filter.

Repeating this test across cameras and epochs could reveal where

and when the same identifier appeared.

To prevent such membership tests, each camera encrypts its

Bloom filter using the analyst’s public key before sending it to the

server. Let 𝐸𝑛𝑐 (𝐵𝐹𝑐,𝑒 ) denote the encrypted Bloom filter associated

with camera 𝑐 and epoch 𝑒 . At the end of each epoch, the camera

sends only 𝐸𝑛𝑐 (𝐵𝐹𝑐,𝑒 ) to the server and discards the plaintext Bloom
filter.

The server stores the encrypted Bloom filters and uses them

to process footfall and crowd-flow queries. Since fully homomor-

phic encryption supports computations over ciphertexts [18], the

server can perform set operations without learning the contents

of the underlying Bloom filters. Given two encrypted Bloom filters

representing the observation sets of cameras 𝐴 and 𝐵, the server

computes 𝐸𝑛𝑐 (𝑡) = ∑𝑚
𝑖=1 𝐸𝑛𝑐 (𝐵𝐹𝐴 [𝑖]) · 𝐸𝑛𝑐 (𝐵𝐹𝐵 [𝑖]), where multi-

plication emulates a bitwise AND operation and addition counts

the number of set bits in the resulting intersection filter. The re-

sulting ciphertext 𝐸𝑛𝑐 (𝑡) represents the encrypted number of bits

contained in the Bloom-filter intersection.

The server sends only 𝐸𝑛𝑐 (𝑡) to the analyst, not the underlying

encrypted Bloom filters. The analyst decrypts 𝐸𝑛𝑐 (𝑡) using the

corresponding secret key and estimates the intersection cardinality.

Therefore, the server cannot perform membership tests because it

cannot decrypt the Bloom filters, while the analyst cannot perform

them because it never receives the Bloom filters.

4.8 Query Processing

When an analyst submits a footfall or crowd-flow query, the server

retrieves the corresponding encrypted Bloom filters and performs

the required computation homomorphically.

For a footfall query concerning camera 𝑐 during epoch 𝑒 , the

server retrieves (𝐵𝐹𝑐,𝑒 ) and homomorphically sums its encrypted

bits. This produces (𝑡𝑐,𝑒 ), where 𝑡𝑐,𝑒 is the number of set bits in the

Bloom filter.

For a crowd-flow query involving a collection of (camera, epoch)
pairs {(𝑐𝑖 , 𝑒𝑖 )}𝑛𝑖=1, the server retrieves the corresponding encrypted

Bloom filters and computes their encrypted intersection. It then

homomorphically sums the bits of the resulting intersection filter.

In both cases, the server sends only the encrypted set-bit count

to the analyst. It does not send the encrypted Bloom filters or any

intermediate intersection representation. The analyst decrypts the

returned value and applies the corresponding Bloom-filter cardi-

nality estimator. For a footfall query, this estimates |𝐷𝑐,𝑒 |; for a
crowd-flow query, it estimates

��⋂𝑛
𝑖=1 𝐷𝑐𝑖 ,𝑒𝑖

�� .
Consequently, the server performs the query without learning

the Bloom-filter contents or the resulting count, while the analyst

receives only the aggregate information required to estimate the

requested footfall or crowd flow.
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Algorithm 1: Sample-Then-Lock Fuzzy Extractor

1: function Gen(𝑏, I = {𝐼1, . . . , 𝐼𝑉 })
2: Sample a random 128-bit identifier 𝑅

3: for 𝑖 = 1 to𝑉 do

4: Sample a 512-bit HMAC key ℎ𝑖
5: 𝑥𝑖 ← 𝑏𝐼𝑖
6: 𝑧𝑖 ← HMAC(ℎ𝑖 , 𝑥𝑖 )
7: 𝑝𝑖 ← (0128 ∥𝑅) ⊕ 𝑧𝑖
8: end for

9: 𝑃 ← {(𝑝𝑖 , ℎ𝑖 ) }𝑉𝑖=1
10: return (𝑅, 𝑃 )
11: end function

12: function Rep(𝑏′, 𝑃, I)
13: for 𝑖 = 1 to𝑉 do

14: 𝑥 ′𝑖 ← 𝑏′
𝐼𝑖

15: 𝑧′𝑖 ← HMAC(ℎ𝑖 , 𝑥 ′𝑖 )
16: 𝑦𝑖 ← 𝑧′𝑖 ⊕ 𝑝𝑖
17: if (𝑦𝑖 )1...128 = 0

128
then

18: return (𝑦𝑖 )129...256
19: end if

20: end for

21: return ⊥
22: end function

Algorithm 2: Camera-Side Processing

Require: Public key 𝑝𝑘 , helper records P, subsets 𝑠𝑡𝑎𝑡𝑠
1: for each camera 𝑐 do

2: 𝐷𝑐,𝑒 ← ∅
3: for each detected face do

4: Extract embedding 𝑣

5: Binarize 𝑣 into 𝑏

6: 𝑅 ← ⊥
7: for each helper record 𝑃 ∈ P do

8: 𝑅 ← Rep(𝑏, 𝑃, 𝑠𝑡𝑎𝑡𝑠 )
9: if 𝑅 ≠ ⊥ then

10: break

11: end if

12: end for

13: if 𝑅 = ⊥ then

14: (𝑅, 𝑃 ) ← Gen(𝑏, 𝑠𝑡𝑎𝑡𝑠 )
15: Share helper record 𝑃

16: end if

17: Insert 𝑅 into 𝐷𝑐,𝑒

18: end for

19: Remove duplicates from 𝐷𝑐,𝑒

20: Encode 𝐷𝑐,𝑒 as 𝐵𝐹𝑐,𝑒
21: 𝐸𝑛𝑐 (𝐵𝐹𝑐,𝑒 ) ← 𝐸𝑛𝑐𝑝𝑘 (𝐵𝐹𝑐,𝑒 )
22: Send 𝐸𝑛𝑐 (𝐵𝐹𝑐,𝑒 ) to server

23: Discard temporary plaintext data

24: end for

Algorithm 3: Server-Side Query Processing

Require: Encrypted Bloom filters, query 𝑞

1: if 𝑞 is a footfall query for (𝑐, 𝑒 ) then
2: Retrieve 𝐸𝑛𝑐 (𝐵𝐹𝑐,𝑒 )
3: Compute encrypted bit count 𝐸𝑛𝑐 (𝑡 )
4: else if 𝑞 is a crowd-flow query over { (𝑐𝑖 , 𝑒𝑖 ) }𝑛𝑖=1 then
5: Retrieve {𝐸𝑛𝑐 (𝐵𝐹𝑐𝑖 ,𝑒𝑖 ) }

𝑛
𝑖=1

6: Compute encrypted intersection 𝐸𝑛𝑐 (𝐼 )
7: Compute encrypted bit count 𝐸𝑛𝑐 (𝑡 ) over 𝐸𝑛𝑐 (𝐼 )
8: end if

9: Send 𝐸𝑛𝑐 (𝑡 ) to analyst

Algorithm 4: Analyst-Side Count Estimation

Require: Secret key 𝑠𝑘 , encrypted count 𝐸𝑛𝑐 (𝑡 ) , parameters𝑚,𝑘

1: 𝑡 ← 𝐷𝑒𝑐𝑠𝑘 (𝐸𝑛𝑐 (𝑡 ) )
2: 𝑐 ← −𝑚

𝑘
ln

(
1 − 𝑡

𝑚

)
3: return 𝑐

Figure 4: Overview of the proposed privacy-preserving crowd-monitoring workflow.

5 EVALUATION

We evaluate the proposed system along three dimensions: count-

ing accuracy, security, and computational and storage overhead.

The accuracy evaluation covers the complete pipeline from face-

embedding separability and binary local-identifier quality to Sample-

Then-Lock reproduction and Bloom-filter intersection estimation.

The security analysis considers the helper records, global iden-

tifiers, encrypted Bloom filters, and query outputs. We examine

whether helper records protect the underlying biometric represen-

tations and global identifiers, whether homomorphic encryption

hides the Bloom-filter contents from the server, and whether ana-

lysts receive only aggregate query results.

The overhead evaluation measures Sample-Then-Lock genera-

tion and reproduction, Bloom-filter encryption, server-side homo-

morphic computation, and the storage required for helper records

and encrypted Bloom filters. We do not include face-detection and

embedding-extraction costs, as these operations rely on an off-the-

shelf face-recognition pipeline and are outside the scope of the

current prototype evaluation.

Experimental setup. We evaluate the pipeline on the SCface

dataset [19], which contains 130 individuals, each captured in nine

images under different camera distances, lighting conditions, and

acquisition settings. This gives 1,170 face images in total. Each im-

age is treated as one camera observation, corresponding to one

detected face in one frame.

For each image, we extract a 512-dimensional face embedding

using an AdaFace backbone with an IR-101 architecture. The re-

sulting embedding is ℓ2-normalized, producing one vector 𝑣 ∈ R512

per image. We convert each embedding into a local identifier us-

ing the deterministic per-embedding mean-threshold binarization

method described in Section 4.3. This produces a binary local iden-

tifier 𝑏 ∈ {0, 1}512. The same binarization function is used for all

cameras and epochs, so local-identifier generation does not require

camera-specific training or inter-camera coordination.

Sample-Then-Lock [16] uses 𝑉 = 250,000 lockers, binary tem-

plates of dimension 𝑑 = 512, and a 128-bit global identifier 𝑅. Each

locker uses a subset of 𝑠 bit positions from the binary local identi-

fier. We vary the subset size from 𝑠 = 60 to 𝑠 = 100 to examine the

central accuracy–security trade-off in Sample-Then-Lock. Smaller

subsets increase the probability that two observations of the same

person match on at least one locker, whereas larger subsets in-

crease the difficulty of guessing the locker input. Shukla et al. [16]

analyzed this trade-off for iris features; we evaluate it here for fa-

cial embeddings. For the encrypted Bloom-filter stage, we keep
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the Bloom-filter parameters fixed throughout the evaluation, using

capacity 𝑛 = 1000 and false-positive rate 𝑝 = 0.01, which gives

𝑚 = 9585 bits and 𝑘 = 7 hash functions. These parameters are fixed

because Bloom-filter-based crowd-flow estimation has already been

studied in prior work [5]; our evaluation therefore focuses on de-

riving stable global identifiers from noisy face observations before

encrypted intersection-cardinality estimation.

5.1 Accuracy

The accuracy evaluation covers three stages of the pipeline. We

first measure identity separation before and after binarization. We

then evaluate whether Sample-Then-Lock reproduces the correct

global identifier. Finally, we measure the accuracy of the complete

crowd-flow estimation pipeline.

Embedding and local-identifier separability. We first evaluate

whether binarization preserves the identity separation provided by

the original face embeddings. Using all 1,170 images, we compute

4,680 intra-person comparisons and 679,185 inter-person compar-

isons.

Figure 5a shows the cosine-similarity distributions of the original

embeddings. Intra-person comparisons have a mean similarity of

0.734, whereas inter-person comparisons have a mean similarity of

0.038. The embeddings therefore provide strong separation between

same-person and different-person observations.

Figure 5b shows the corresponding normalizedHamming-distance

distributions after binarization. Intra-person pairs have a mean dis-

tance of 0.233, whereas inter-person pairs have a mean distance of

0.488. Binary local identifiers belonging to the same person there-

fore remain substantially closer than identifiers belonging to differ-

ent people. We quantify this separation using the area under the

ROC curve. For cosine similarity, larger values indicate a stronger

same-person match, so we compute AUCcos = Pr[𝑠same > 𝑠diff ]. For
Hamming distance, smaller values indicate a stronger same-person

match, so we compute AUCHam = Pr[𝑑same < 𝑑diff ]. The cosine-
similarity AUC is 0.9960, while the normalized Hamming-distance

AUC is 0.9958. Mean-threshold binarization therefore preserves

most of the identity separation present in the embedding space.

Sample-Then-Lock reproducibility. We evaluate whether Sample-

Then-Lock reproduces the correct global identifier from repeated

face observations. Let 𝑓 denote the number of face observations cap-

tured for each person during generation. Each observation produces

one local identifier and one helper record containing 𝑉 lockers. All

𝑓 helper records protect the same global identifier 𝑅. Therefore,

each person is represented by 𝑓 𝑉 lockers in total.

A genuine reproduction attempt succeeds when a later observa-

tion of the same person opens at least one of the 𝑓 helper records

and reproduces 𝑅. The true-acceptance rate (TAR) is the fraction of

same-person reproduction attempts that succeed.

A false acceptance occurs when an observation of a different per-

son opens at least one helper record and reproduces the protected

global identifier. The false-acceptance rate (FAR) is the fraction of

different-person reproduction attempts that succeed.

Table 1 reports TAR for 𝑓 = 1, 𝑓 = 2, and 𝑓 = 3. Smaller

subsets are more likely to avoid the positions that differ between

two observations of the same person and therefore achieve a higher

Table 1: Effect of subset size on Sample-Then-Lock repro-

ducibility. Here, 𝑓 denotes the number of face observations

captured per person during generation. Each later observa-

tion is tested against all 𝑓 helper records, containing 𝑓 𝑉 lock-

ers in total. FAR was zero for all evaluated values of 𝑓 .

Subset size 𝑠
TAR (# face observations 𝑓 )

FAR

1 2 3

60 0.1538 0.6923 0.9077 0

65 0.1154 0.5846 0.7692 0

70 0.0615 0.4308 0.7000 0

75 0.0615 0.2923 0.5769 0

80 0.0308 0.2385 0.4462 0

85 0.0154 0.1077 0.3538 0

90 0.0077 0.1077 0.2692 0

95 0.0077 0.0538 0.1615 0

100 0.0000 0.0231 0.1231 0

TAR. Increasing 𝑠 from 60 to 100 reduces TAR for 𝑓 = 3 from 0.9077

to 0.1231.

We observe no false acceptances in the evaluated different-person

trials for any tested value of 𝑓 . This is an empirical result for the

SCface dataset and does not imply that the population-wide FAR is

exactly zero.

For the end-to-end evaluation, we select 𝑠 = 60 and 𝑓 = 3

because this configuration achieves the highest TAR among the

tested settings. We evaluate the security of this parameter choice

separately in Section 5.2.

End-to-end crowd-flow accuracy. Using the selected parameters

𝑠 = 60 and 𝑓 = 3, we evaluate the complete crowd-flow pipeline.

For each target intersection size 𝑔, we construct two camera-epoch

observation sets containing exactly 𝑔 common individuals. The

remaining individuals appear in only one of the two sets. Thus, 𝑔

represents the ground-truth crowd flow between the two camera-

epoch sets. We repeat this experiment 100 times using randomly

selected individuals and face observations.

In the first observation set, the camera derives three local identi-

fiers from the 𝑓 = 3 face observations. The first local identifier is

used to generate a global identifier 𝑅 and a helper record. The re-

maining local identifiers are used to create additional helper records

that protect the same 𝑅.

In the second observation set, the camera similarly derives three

local identifiers from the 𝑓 = 3 face observations. For an individual,

the camera tests these local identifiers against all helper records

created in the first set. If any reproduction attempt opens at least

one locker, the camera reproduces the existing global identifier 𝑅

and inserts it once into the second observation set. If no helper

record opens, the camera generates a new global identifier and

corresponding helper records.

After processing both observation sets, we insert their global

identifiers into Bloom filters and estimate the intersection cardinal-

ity. This procedure allows us to distinguish the error introduced by

Sample-Then-Lock reproduction from the additional approximation

introduced by Bloom-filter estimation.
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(a) Cosine-similarity distributions for intra-person and inter-person

embedding comparisons.

(b) Normalized Hamming-distance distributions for intra-person and

inter-person binary local identifiers.

Figure 5: Separability of face observations before and after binarization. Mean-threshold binarization preserves most of the

separation between same-person and different-person observations.

(a) Ground-truth intersection size, intersection obtained fromSample-

Then-Lock global identifiers, and final Bloom-filter estimate.

(b) Relative error introduced by Sample-Then-Lock reproduction and

Bloom-filter estimation.

Figure 6: End-to-end crowd-flow accuracy over 100 trials for each ground-truth intersection size. Lines show the mean, and

shaded regions represent ±1 standard deviation. Most of the observed error originates from Sample-Then-Lock reproduction,

while Bloom-filter estimation adds a smaller approximation error.

Figure 6a compares the ground-truth intersection size with two

estimates: the intersection obtained from the Sample-Then-Lock-

derived global identifiers and the final Bloom-filter estimate. Each

line shows the mean over 100 trials, while the shaded regions

represent ±1 standard deviation from the mean. Figure 6b sep-

arates the error introduced by each stage. Let 𝑔 denote the ground-

truth intersection size, 𝑔STL the intersection size obtained from

the Sample-Then-Lock-derived global identifiers, and 𝑔BF the final

Bloom-filter estimate. For 𝑔 > 0, we compute 𝑒STL = |𝑔STL − 𝑔|/𝑔,
𝑒BF = |𝑔BF − 𝑔STL |/𝑔, and 𝑒E2E = |𝑔BF − 𝑔|/𝑔.

The value 𝑒STL measures the error caused by failures to reproduce

global identifiers. The value 𝑒BF measures the additional approxima-

tion introduced by Bloom-filter estimation, while 𝑒E2E measures the

final crowd-flow estimation error. The results show that Sample-

Then-Lock reproduction is the main source of error under the se-

lected parameters. The Bloom-filter stage introduces only a small

additional deviation.

5.2 Security Analysis

We evaluate the irreversibility and unlinkability requirements de-

fined in Section 3. The analysis considers camera-side processing,

helper records exchanged among cameras, encrypted Bloom fil-

ters stored by the query server, and aggregate outputs returned to

analysts.

Camera-side processing. Raw facial images, face embeddings,

and binary local identifiers remain inside the camera. The camera

uses these representations to derive global identifiers and discards

9
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Table 2: Estimated subset entropy for different subset sizes.

Average entropy describes a typical locker input, while mini-

mum entropy describes the weakest sampled locker input.

Subset size 𝑠 Average entropy Minimum entropy

60 54 53

65 58 57

70 63 61

75 67 64

80 71 70

85 75 74

90 79 78

95 83 82

100 86 84

them at the end of the epoch. It does not transmit them to the

query server or analysts. Under the trusted-camera assumption,

only helper records and encrypted Bloom filters leave the local

biometric-processing stage.

Helper-record security. Section 4.4 describes the Sample-Then-

Lock construction. Here, we estimate the security-relevant property

of the resulting helper records without repeating the construction.

Each locker depends on a subset value 𝐵𝐼𝑖 containing 𝑠 positions

from the local identifier. Because an adversary can target the easiest

locker, the relevant security measure is the minimum of entropies

for included subsets, 𝛼 =min1≤𝑖≤𝑉 𝐻∞ (𝐵𝐼𝑖 ). This value measures

the unpredictability of the weakest locker input. A larger 𝛼 implies

a lower probability of guessing an input that opens a locker. It

therefore measures resistance to offline guessing rather than repro-

duction accuracy. All entropy tests are heuristic [20], we estimate

𝛼 using the heuristic entropy test adopted by Shukla et al. [16, 21].

For each sampled subset 𝐼𝑖 , we restrict all local identifiers to the

positions in 𝐼𝑖 and compute the normalized Hamming-distance dis-

tribution over different-person pairs. Let 𝜇diff𝑖 and 𝜎diff

𝑖 denote the

mean and standard deviation of this distribution. We estimate the

effective degrees of freedom as df𝑖 =
𝜇diff
𝑖
(1−𝜇diff

𝑖
)

(𝜎diff

𝑖
)2

, and the subset

min-entropy as 𝐻𝑖 = −df𝑖 log2
(
max{𝜇diff𝑖 , 1 − 𝜇diff𝑖 }

)
.

We report
1

𝑉

∑𝑉
𝑖=1 𝐻𝑖 to describe a typical subset and𝛼 =min1≤𝑖≤𝑉 𝐻𝑖

to describe the weakest subset. The minimum determines the esti-

mated security of the complete helper record because an adversary

can target the most predictable locker input.

For the selected setting 𝑠 = 60, the weakest sampled subset has

an estimated min-entropy of 53 bits. Under the adopted entropy

model, this means that the best single guess for the weakest sub-

set succeeds with probability approximately 2
−53

. This value is a

heuristic estimate derived from the available dataset rather than a

formal population-wide security guarantee.

In the proposed crowd-monitoring scenario, helper records re-

main within the trusted camera domain rather than being intention-

ally published. We therefore consider the 53-bit estimate sufficient

for evaluating the feasibility of the current prototype. This estimate

is also higher than the 45 bits of security for facial fuzzy extraction

reported by Zhang et al. [22].

Encrypted Bloom-filter protection. Bloom filters provide compact

set representations but do not provide cryptographic confidentiality.

Access to a plaintext Bloom filter would allow an adversary to test

candidate global identifiers and potentially link observations across

cameras or epochs. Each camera therefore encrypts its Bloom filter

before sending it to the query server.

The query server stores only Enc(BF𝑐,𝑒 ) and evaluates footfall

and crowd-flow queries over ciphertexts. Because it does not pos-

sess the secret key, it cannot inspect Bloom-filter positions, test

candidate global identifiers, or decrypt query results.

We use CKKS with polynomial-modulus degree 𝑁poly = 8192,

coefficient-modulus bit sizes (40, 20, 40), total modulus size log𝑄 =

100, and scale Δ = 2
20
. Each 9585-bit Bloom filter is encrypted in

chunks of 4096 values, resulting in three ciphertext vectors per

camera and epoch. Microsoft SEAL parameter validation classifies

this parameter set at the TC128 security level, corresponding to

approximately 128 bits of classical RLWE security.

The Bloom-filter parameters 𝑛 = 1000, 𝑝 = 0.01,𝑚 = 9585, and

𝑘 = 7 determine estimation accuracy and storage overhead. They

do not provide cryptographic confidentiality, which instead follows

from the homomorphic-encryption parameters.

Output disclosure. The query server returns only the encrypted

set-bit count. The analyst decrypts this value and applies the cardi-

nality estimator locally. The plaintext output is therefore limited to

an aggregate footfall or crowd-flow estimate. The analyst does not

receive plaintext Bloom filters or individual global identifiers.

5.3 Timing, Scalability, and Storage Overhead

We evaluate the runtime and storage overhead of the two main

computational stages: Sample-Then-Lock processing at the cameras

and encrypted Bloom-filter processing at the cameras and server.

We perform all measurements on a MacBook Pro (2022) equipped

with an Apple M2 processor and 24GB of memory, running macOS

Sonoma 14.1. The measurements do not include face detection or

face-embedding extraction.

Sample-Then-Lock overhead. We implement Sample-Then-Lock

in Rust usingHMAC-SHA512. Each locker protects the 256-bit value

0
128∥𝑅, where 𝑅 is a 128-bit global identifier. We therefore truncate

each 512-bit HMAC-SHA512 output to 256 bits before constructing

or opening a locker. More precisely, the implementation computes

𝑧𝑖 = Trunc256 (HMAC-SHA512(ℎ𝑖 , 𝑏𝐼𝑖 )) and constructs the locker

value as 𝑝𝑖 = (0128∥𝑅) ⊕ 𝑧𝑖 .
Each helper record contains 𝑉 = 250,000 lockers. Loading the

pre-generated locker subsets takes approximately 6.0 s. This setup

cost is incurred only once when the process starts.

Generating the global identifier and helper records for one person

using 𝑓 = 3 face observations takes 265.9ms on average. The first

observation generates 𝑅 and a helper record, while the remaining

observations produce additional helper records that protect the

same 𝑅.

We measure reproduction as one atomic call to Rep(𝑏′, 𝑃), in
which one local identifier 𝑏′ is tested against one helper record 𝑃 .

The implementation scans the lockers sequentially and stops when

a locker opens. In a worst-case no-match attempt, it evaluates all

𝑉 = 250,000 lockers. One full scan takes 442.8ms on average.

10
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Each locker stores a 512-bit HMAC key ℎ𝑖 and a 256-bit masked

value 𝑝𝑖 , requiring 96 bytes. A helper record containing𝑉 = 250,000

lockers therefore requires approximately 24MB of raw storage,

equivalent to approximately 22.9MiB. Since each of the 𝑓 face

observations contributes one helper record, the selected setting

𝑓 = 3 requires approximately 72MB per person.

Encrypted Bloom-filter overhead. Weevaluate the encrypted Bloom-

filter stage using the Bloom-filter and CKKS parameters reported in

Section 5.2. Encrypting one Bloom filter takes 18.7ms and produces

a serialized encrypted Bloom filter of approximately 462KiB per

camera epoch.

On the server, homomorphically counting the set bits in an en-

crypted Bloom filter takes 109.9ms. A pairwise crowd-flow query

additionally requires a homomorphic AND operation between two

encrypted Bloom filters, which takes 7.6ms. Table 3 summarizes

the measured runtime and storage overhead.

Scalability. Themain scalability bottleneck is searching the helper-

record pool. Let𝑀 denote the number of candidate identities whose

helper records are available to a camera. Each candidate identity

has 𝑓 helper records, and the camera derives 𝑓 local identifiers from

the face observations of a newly observed person. In the worst case,

every local identifier must be tested against every helper record.

Matching one observed person against one candidate identity there-

fore requires at most 𝑓 2 reproduction attempts, corresponding to

𝑓 2𝑉 locker evaluations.

For 𝑓 = 3, matching one observed person against one candidate

identity may require up to nine full helper-record scans. Based on

the measured atomic reproduction time, this corresponds to approx-

imately 9 × 442.8ms = 3.99 s in the worst-case no-match setting.

Successful reproduction may terminate earlier when a locker opens.

Matching one observed person against all𝑀 candidate identities

has worst-case complexity 𝑂 (𝑀𝑓 2𝑉 ). Processing 𝑁 observed indi-

viduals therefore requires 𝑂 (𝑁𝑀𝑓 2𝑉 ) locker evaluations. When

the number of stored candidate identities grows proportionally to

the number of observed individuals, the reproduction cost becomes

quadratic in the population size.

Helper-record storage grows linearly with the number of iden-

tities. A pool of𝑀 identities requires approximately 24𝑓 𝑀MB at

each camera. With 𝑓 = 3, this becomes 72𝑀MB. For example, stor-

ing helper records for 1,000 identities requires approximately 72GB

per camera.

Encrypted Bloom-filter storage grows with the number of cam-

eras and epochs. Each camera produces one encrypted Bloom filter

of approximately 462 KiB per epoch. For |𝐶 | cameras and |𝐸 | epochs,
the server stores approximately 462|𝐶 | |𝐸 | KiB. These results show
that helper-record storage and exhaustive Sample-Then-Lock repro-

duction are the main scalability limitations of the current prototype.

6 DISCUSSION AND FUTUREWORK

The experimental results presented in Section 5 show that our frame-

work can derive stable identifiers from noisy facial observations and

use them for encrypted crowd-flow estimation. These findings indi-

cate that the combination of similarity-preserving local identifiers,

Table 3: Timing and storage overhead of the encrypted crowd-

monitoring pipeline.

Stage Operation Mean Std.

Fuzzy Extractor Gen — one person, 𝑓 = 3 templates 265.9 ms 14.5 ms

Rep(𝑏′, 𝑃 ) — atomic, sequential full𝑉 442.8 ms 3.2 ms

Helper record size 24MB –

FHE — Camera Encrypt Enc(BF𝑐,𝑒 ) per epoch 18.7 ms 0.2 ms

Serialized encrypted BF size, |Enc(BF𝑐,𝑒 ) | 462 KiB 0.6 KiB

FHE — Server Homomorphic bit-count 109.9 ms 0.7 ms

Crowd-flow AND 7.6 ms 0.0 ms

Sample-Then-Lock fuzzy extraction, and encrypted Bloom-filter car-

dinality estimation is a promising baseline for privacy-preserving

crowd monitoring without stable device identifiers. Rather than

assuming that individuals can be mapped to exact identifiers, our

system provides an end-to-end path from noisy camera-derived ob-

servations to reusable random identifiers and encrypted aggregate

queries.

At the same time, the current implementation should be viewed

as a research baseline rather than a complete deployment-ready

system. We therefore identify several directions for future work.

Real-world multi-camera deployment. Our evaluation uses the

SCface dataset as a controlled proxy for cross-camera variation,

since it contains multiple observations of the same individuals un-

der different camera distances, lighting conditions, and acquisition

settings. This allows us to isolate the reliability of the identifier-

generation stage. However, a real deployment would introduce

additional factors such as face detection failures, motion blur, par-

tial occlusion, repeated observations within the same epoch, and

changing environmental conditions. Future work should therefore

evaluate the framework on live multi-camera video streams. Such a

deployment would also allow studying how temporal aggregation

over multiple frames can improve identifier reproducibility.

Scalability of global identifier generation. The current prototype
demonstrates that Sample-Then-Lock can be used to obtain con-

sistent random identifiers from noisy facial observations, but the

helper record layer remains the main scalability bottleneck. In our

selected configuration, helper records are large and reproduction

requires scanning a large number of lockers. This cost is acceptable

for establishing a baseline, but larger deployments with many cam-

eras, epochs, and observed individuals will require more efficient

helper-record management. Future work should investigate index-

ing, pruning, batching, and approximate pre-filtering techniques

so that cameras do not need to test every helper record for every

new observation. Another promising direction is to optimize subset

selection, reducing the number of lockers needed to achieve the

same reproducibility and min-entropy guarantees.

Enhancing the output privacy. The proposed framework protects

raw images, embeddings, local identifiers, and Bloom-filter con-

tents from the server. Nevertheless, the final footfall and crowd-flow

counts are released to authorized analysts. Aggregate outputs may

still reveal sensitive information when queries concern sparsely

populated regions, or cover narrow time spans. In our previous

work, we addressed this problem through controlled uncertainty
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using detection sampling [11] and differentially private computa-

tion over encrypted Bloom filters [12].

This framework provides a first end-to-end baseline for privacy-

preserving crowd-flow estimation from noisy facial observations.

It shows that encrypted crowd-flow analytics need not rely on

stable device identifiers such as MAC addresses, and that fuzzy

extraction can bridge the gap between noisy biometric observations

and privacy-preserving set-cardinality estimation. This makes the

system a foundation for future work on scalable and deployable

crowd-monitoring protocols.

7 CONCLUSION

We extend existing privacy-preserving crowd-flow systems that

assume stable identifiers to a setting where observations are derived

from noisy biometric data, such as camera-based face detections.

Our method converts facial embeddings into local identifiers, uses

Sample-Then-Lock fuzzy extraction to reproduce global identifiers

from sufficiently similar observations, and encodes the resulting

identifiers in encrypted Bloom filters for aggregate footfall and

crowd-flow estimation.

Experiments on the SCface dataset show that this pipeline is fea-

sible for privacy preserving crowd monitoring estimation. With the

selected parameters, Sample-Then-Lock achieves a true-acceptance

rate of 0.9077 with three samples per identity, while maintaining a

minimum estimated subset min-entropy of 53 bits and no observed

false acceptances in the tested trials. These results provide an initial

baseline for privacy-preserving crowd-flow estimation from noisy

facial observations without relying on stable device identifiers.
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