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Abstract—Cyber-physical systems (CPS) are a cornerstone of
modern industry, combining Operational Technology (OT) with
Information Technology (IT) to enhance the monitoring and
control of systems. While this improves efficiency, it also exposes
critical OT systems to new threats, as seen by incidents like
Stuxnet and the attack on Ukraine’s energy grid. In both cases,
attackers exploited vulnerabilities within the cyber layer to gain
unauthorized access, allowing them to affect the physical opera-
tions and compromise the safety and dependability of the broader
system. This highlights the growing need to better understand
how failures might cascade across several dependability domains.
Conventional security metrics, such as the Common Vulnerability
Scoring System (CVSS) overlook aspects like operational context,
limiting their relevance to CPS. While CVSS provides valuable
insights into technical vulnerability severity, system operators
must also evaluate operational risk across dependability di-
mensions, including availability, reliability, safety, integrity, and
maintainability. This misalignment calls for a priority shift
in CPS risk analysis, moving from data-driven approaches to
consequence-driven models.
By utilizing a Cyber Digital Twin (CDT), we can measure the
impact of failures on operational risk. The CDT provides a high-
fidelity replica of both the OT and IT domains within the CPS.
In this environment, failures are generated and injected proba-
bilistically, and their impact is analyzed across the dependability
dimensions of the model. Through comprehensive sampling of
failure scenarios, we develop quantifiable metrics that enable a
consequence-driven risk assessment.
This position paper advocates for a unified CPS risk assess-
ment framework that prioritizes operational consequences and
probabilistic failure modeling, which is achieved using high-
fidelity cyber-physical digital twins. We explore the implications
and future research directions of our method, highlighting its
potential to identify critical dependability weaknesses and assist
security analysts in prioritizing threats according to operational
risk.

Index Terms—Industrial Control Systems (ICS), Cyber Phys-
ical Systems (CPS), Security-Enhancing Digital Twins (SEDT),
Cyber Digital Twins (CDT)

I. INTRODUCTION

The convergence of Operational Technology (OT) and
Information Technology (IT) has given rise to Cyber-Physical
Systems (CPS), which serve as the foundation for modern
industry ranging from power grids to advanced manufacturing.
While these CPS can enhance performance and efficiency
compared to the original OT-systems, they also expose these
systems to the threats associated with IT-infrastructure. Well-
known CPS incidents (such as Stuxnet [11] and the Ukrainian
power grid [5]) have shown that a cyber layer threat can

directly affect system operations, jeopardizing dependability
(availability, reliability, safety, integrity, and maintainability).

A fundamental gap remains in our ability to understand
the impact these threats can have on the operations of a
CPS. Current risk triage often focuses on data-driven metrics,
such as the Common Vulnerability Scoring System (CVSS),
which quantifies the technical severity but does not consider
the asset’s operational context. This approach is insufficient
for CPS, where the primary concern is not the vulnerability
itself, but its impact on system dependability. Furthermore,
as highlighted by [13], current models for understanding the
impact of complex cyber attacks remain largely limited and
rely on oversimplified assumptions (i.e., standard probability
distributions). Validating such models remains a challenge,
as experimenting on live CPS is too risky, leaving operators
unable to assess the true operational impact of a failure.

Because of the complex and interdependent nature of a CPS,
evaluating the impact of a specific failure is complicated. A
single failure in the cyber layer can spread throughout the
network to the physical layers, jeopardizing system control
and dependability. Since failures cannot be precisely predicted
in timing or nature, understanding their full cascading impact
requires characterizing them as probabilistic rather than de-
terministic events. This highlights the need for high-fidelity
models capable of evaluating operational impacts across a
broad range of failure scenarios. While previous research has
used Digital Twins (DTs) and Cyber Ranges to model these
complex systems, these tools struggle to balance scalability
with the fidelity required to capture cascading effects across
both the IT and OT domains. We argue that consequence-
driven dependability models, require the creation of high
fidelity models capable of injecting failures probabilistically
and measuring their operational impact across the system.

Developing consequence-driven dependability models re-
quires us to look beyond isolated security metrics and return
to the fundamental principle of system engineering: ensuring
dependability. Security must be seen as an attribute within the
larger dependability framework, deeply interconnected to other
dependability attributes. Rather than asking ”how severe is
this vulnerability?”, a consequence-driven approach asks ”what
is the resulting operational risk when this failure propagates
across dependability dimensions?”.

We propose extending Cyber Digital Twins (CDTs) beyond
traditional security scenarios to measure operational risk across
all dependability dimensions. As high-fidelity replicas of
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both the IT and OT domains, CDTs enable probabilistic
fault injection and the quantification of distinct dependability
attributes.

To summarize, this position paper makes the following
contributions:

1) We propose using consequence-driven framing for CPS
risk triage, rather than data-driven approaches based on
vulnerability metrics.

2) We propose modeling failures (i.e. cyber exploits, mis-
configurations, software flaws, and hardware failures) as
probabilistic events that can propagate through the CPS
and may impact dependability.

3) We propose leveraging CDTs as a simulation environment
integrating the cyber, cyber-physical, and physical layers,
enabling probabilistic fault injection and quantification of
distinct dependability attributes.

4) We define a research agenda identifying key open chal-
lenges: model fidelity, deriving meaningful probabilities,
modeling cascading effects, and validation.

II. AN OVERVIEW OF CPS RISK

Cyber-Physical Systems (CPS) integrate both digital and
physical processes, where embedded devices and networks
monitor and control physical processes across multiple layers.
We adopt the hierarchical layered structure from Guzman et
al. [4], shown in Figure 1, dividing the CPS into three layers:
the Cyber layer (IT), the Cyber-Physical layer (IT/OT), and
the Physical layer (OT). Each layer carries an associated set
of risks ranging from digital to electrical to kinetic. Within the
lower layers, electronic and mechanical components directly
influence the physical control loop, making them most critical
for system dependability.

Fig. 1. The multi-layered representation of the CPS, including the flows and
threats

Although IT integration increases efficiency, it exposes OT
environments to cascading cross-layer failures. For example,
during a 2019 U.S.A. grid incident, attackers exploited a
firewall vulnerability (CVE-2018-0296) [17]. Tracing the
cascade: the cyber-layer exploit caused intermittent reboots
over a 10-hour window, which disrupted the cyber-physical
layer by severing communication between generation assets
and the Energy Management System (EMS).

Table I contrasts a data-centric assessment of this incident
against our consequence-driven model. Notably, an investiga-
tion in 2019 showed that grid sites utilizing High-Availability
(HA) redundant firewalls experienced zero downtime despite
running the identical vulnerable firmware [12]. CVSS blindly

assigns a critical 8.6 score to both setups, risking misaligned
patching efforts. Conversely, our model quantifies operational
consequences (e.g., EMS downtime), accurately reflecting the
near-zero operational risk of the HA configuration.

TABLE I
2019 FIREWALL INCIDENT: DATA-CENTRIC VS. CONSEQUENCE-DRIVEN

Metric Data-Centric (CVSS) Consequence-Driven
Focus Vulnerability severity Dependability impact
Single Firewall 8.6 (High):

Based on vulnerability.
High Operation Risk:
10-hr loss of EMS.

HA Redundant 8.6 (High):
Based on vulnerability.

No Operation Risk:
0 minutes downtime.

Furthermore, capturing these operational consequences high-
lights the limitations of traditional deterministic modeling. De-
terministic approaches typically assume worst-case attack paths,
ignoring dynamic interdependencies like redundancies or phys-
ical safeguards. To overcome this, our model probabilistically
injects failures (e.g., exploits, misconfigurations) as stochastic
events. By continuously sampling interdependent system states
rather than single predefined paths, this probabilistic approach
provides a comprehensive and realistic overview of the system’s
true dependability landscape.

III. RELATED RESEARCH

Since the start of Industry 4.0, Digital Twins (DTs) have been
a popular modeling paradigm for CPS. We adopt the definition
in [7], which defines DTs as virtual replicas of the network
and the logic layer of physical devices, closely matching the
behavior of physical devices’ in these layers. This definition
is particularly relevant for CPS, as many cascading effects
arise directly from interactions between the network, logic, and
physical layers.

While manufacturing and predictive maintenance are the
most popular DT use-cases, Security-Enhancing Digital Twins
(SEDT) [9] and Cyber Digital Twins (CDT) [14], have
gained traction for cybersecurity purposes, including risk
assessment [16] and training personnel [15]. These works
position DTs as safe environment to explore attack scenarios,
predominantly focus on IT-security metrics rather than measur-
ing the downstream consequences on OT operations. Our work
diverges by shifting from simulating attacks to quantifying
their operational impact on dependability attributes.

The practicality of DTs for security is hindered by the inher-
ent trade-off between budget and fidelity [8]. Cost-effective DTs
have been proposed for security analyses [3], but their fidelity
is limited. This trade-off is especially critical for consequence-
driven modeling. Frameworks like MiniCPS [1] and ICSSIM [6]
partially address this through combinations of simulation,
emulation, and hardware-in-the-loop setups. Additionally, it has
been shown that using topological abstractions can be sufficient
to identify critical attack paths [10]. However, these topological
abstractions strip away the physical dynamics necessary to
measure actual consequences. Existing testbeds are typically
used for deterministic, single-scenario testing. Our approach
leverages high-fidelity CDT environments for probabilistic
failure sampling, generating statistical risk distributions across
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dependability attributes, rather than single-dimension data-
driven outcomes.

Previous CDT research has shown the importance of DTs as a
platform for security. However, to the best of our knowledge, no
previous work has explicitly used DTs as a tool for probabilistic,
consequence-driven dependability research. This gap supports
our position that CDTs must be extended beyond traditional
IT security, to assessing the likelihood and operational severity
of failures across the full CPS.

IV. POSITION: A UNIFIED CPS DEPENDABILITY
FRAMEWORK

Current industrial security practices are based on data-centric
metrics. These practices are a poor fit for CPS, where the
dominant concern is not data loss, but the continuous operation
of industrial processes. Frameworks such as CVSS quantify risk
to data and software, but not to system dependability. As shown
in Figure 2 [2], security encompasses a subset of dependability
attributes while also introducing confidentiality as an additional
concern. We propose addressing the full dependability risks in
CPS, through utilizing CDTs that capture how different failure
scenarios affect the various dependability attributes. In the
remainder of this section, we outline how consequence-driven
analysis, probabilistic sampling, and CDTs together enable this
perspective.

Fig. 2. Dependability and security attributes. (2004, Avižienis et al. [2])

A. Prioritizing Consequences over Vulnerabilities

Securing a CPS encompasses IT security, protecting infor-
mation and infrastructure, but extends beyond it to maintaining
system dependability across the cyber-physical and physical
layers. We therefore define a consequence not as a incident or
attack-path, but as a measurable deviation on the dependability
attributes (e.g., minutes of lost availability, number of safety
violations).

Metrics like CVSS often result in misleading risk assess-
ments, as they do not consider the operational context. We
argue that CPS risk assessment must focus on the consequences,
assessing risk in terms of its impact on system rather than
focusing on the vulnerabilities themselves. This shifts the
question from How exploitable is this flaw? to What are the
operational consequences of this flaw on the system?.

To illustrate this we return to the 2019 U.S.A. grid example:
a data-driven approach demands immediate patching of the
firewall due to its 8.6 score, potentially requiring an emergency
maintenance that itself could be an operational disruption. In
contrast, a consequence-driven model recognizes that if only
one firewall in a High-Availability pair carries this vulnerability,

the operational risk would be significantly reduced. Security
analysts can thus safely choose to patch this in a scheduled
maintenance window, instead of an emergency patch.

Our first position is thus: CPS risk assessment must prioritize
operational consequences, measured as physical or operational
deviations, over static data-driven metrics. This requires a shift
from static risk assessment to developing consequence-driven
models that can account for the topological context and states
of the CPS.

B. From Incidents to Probabilities

Identifying consequences is insufficient without understand-
ing their likelihood. However, predicting the exact timing of a
cyber attack is impossible. CPS risk assessment must therefore
move away from approaching threats as unpredictable deter-
ministic events, and instead attempt to predict the likelihood
of occurrence probabilistically, similar to the approach used in
reliability engineering.

CPS risk assessment must attempt to convert abstract vul-
nerabilities and misconfigurations into probabilistic variables,
similar to how predictive maintenance depends on failure
rate distributions rather than forecasting exact component
failures. By holistically sampling these failures as scenarios, we
eliminate the need to find all deterministic attack paths. Instead,
it transforms the qualitative question Are we secure? into a
quantitative one: What is the probability that the current system
state will move outside acceptable dependability bounds?

Our second position is thus: CPS dependability must be
modeled probabilistically, treating cyber threats and other
faults as probability distributions that can impact the CPS
dependability attributes.

C. Quantifying Dependability using Cyber Digital Twins

While consequence-driven modeling and probabilistic repre-
sentations combined give a more complete picture of CPS risk,
using static analysis alone is challenging. Static analysis suffers
from a significant trade-off between precision and scalability. To
accurately model and measure the probabilities of the cascading
failures described in Section II, we require an environment
capable of simulating the dynamic interactions between digital
and physical components.

We propose the Cyber Digital Twin (CDT) as the tool
that enables the quantification of dependability attributes. A
CDT provides a high–fidelity replica containing both the IT
domain (e.g., networks, authentication) and the OT domain
(e.g., control logic, physics). This environment treats cyber
attacks not as isolated events, but as probability distributions
similar to component failures.

By running iterative simulations within the CDT we can
comprehensively sample failure scenarios, integrating vulner-
abilities and physical tolerances probabilistically to observe
fault propagation. This allows analysts to directly measure
the risk to specific dependability attributes resulting from a
given failure, converting the abstract concepts of a risk into a
measurable, quantifiable metric.
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V. RESEARCH AGENDA

Realizing the vision outlined in this position paper requires
a multi-disciplinary research approach, combining the fields of
dependability engineering, stochastic modeling, cybersecurity,
and digital twin technology. We propose a research agenda
structured around the following core questions:

1) System Modeling: How can the complex, multi-layered
dependencies within the CPS hierarchy (cyber/cyber-
physical/physical), and operational processes in a CPS be
formally modeled with sufficient fidelity for a dependabil-
ity risk assessment?

2) Probabilities: How can discrete system states, such as
cyber threats, network misconfigurations, and potential
hardware/software failures, be abstracted into meaningful
probabilistic failure rates for individual components within
the model?

3) Cascading Effects: What is the appropriate framework
to model how risks propagate through the system model
and can result in cascading failures?

4) Model Validation: How can the output of the
consequence-driven dependability model be validated for
accuracy, relevance, and utility in a real-world operational
context?

VI. CONCLUSION

This paper examines the challenges of assessing risk in CPS
and proposes a consequence-driven dependability framework
as a solution. Current methods, such as CVSS, measure the
technical severity but do not consider the impact. In CPS,
the primary concern is not the severity of the vulnerability,
but that impact. We propose a shift from data-driven to
consequence-driven methods, with an emphasis on context-
aware dependability metrics that quantify the operational
impact.

Rather than identifying discrete attack paths, we propose
sampling failure scenarios to directly evaluate the affect of
failures on the system’s operation. By utilizing a Cyber Digital
Twin (CDT) as the modeling environment a high fidelity replica
is made, taking into account both the IT and OT domains. This
approach allows for failure scenarios to be probabilistically
introduced into the model and their impact to be measured
across various dependability attributes. This enables analysts to
evaluate system risk not only from a cybersecurity perspective,
but also on dependability dimensions including safety and
reliability. We believe this multidisciplinary approach will
considerably improve the understanding of the CPS risk
landscape and provide operators with practical, operationally
grounded insights needed to prioritize threats effectively.
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